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Securing the Web of Things



Web of Things

“World Wide Web Consortium 
(W3C) is in a unique position to 
create the royalty-free and 
platform-independent standards 
needed to overcome the 
fragmentation of the IoT”

-W3C CEO Dr. Jeff Jaffe, 2017

Security implications?

Internet of  Things (IoT)
• Incompatible standards, platforms, technologies



Software as enabling technology
• Software at the heart
• Third-party code everywhere
• Libraries, gadgets, ads, analytics, tracking, 

fingerprinting,..

• Malicious/buggy code
• Ex-filtrating private information
• Malwartising
• Defacing web sites
• Phishing attacks
• Cryptojacking

Securing software is a must for IoT



IoT apps

“Connecting otherwise 
unconnected services”



IoT apps

• “Managing users’ digital lives”
• Smart homes, smartphones, cars, fitness armbands
• Online services (Google, Dropbox,…)
• Social networks (Facebook, Twitter,…)

• End-user programming
• Anyone can create and publish apps 
• Most apps by third parties

• Web interface + smartphone clients



IFTTT “If This Then That”

• Trigger-action programming
• Largest IoT app platform
• Over 500 integrated services
• Millions of users and billions of running apps



IFTTT app

If this then that
Trigger Action

What can go wrong? J
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Attack by malicious app maker
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In-car infotainment apps

• Stores for 3rd-party in-car apps
• GM: JavaScript/HTML5
• Volvo Cars, Renault, Nissan, and Mitsubishi: 

Android Automotive
• Sensitive sources
• Location, odometer, current speed, backup 

camera, microphone
⇒ location tracking, audio spying

• Sensitive destinations
• seat settings, climate control, stereo volume
⇒ “soundblast”, driver disruption



Countermeasures

If then
JSFlow

• Application-level security
• Secure code in control of IoT!

• API control
• Location API
• Voice command API

• Information flow control
• Track the flow of information through 

JavaScript code
• Block flow from sensitive sources to 

attacker



Securing IoT apps

• Securing IoT a presssing challenge
• Incompatible standards, platforms and 

technologies

• Web of Things to reduce IoT fragmentation
• Need to secure code in control of IoT

applications
• JavaScript at heart
• IFTTT security

• Informaiton flow control
• In-car app security

• Permissions and API security



Read more in IEEE Security 
& Privacy Magazine 2019
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