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A Typical Protocol

IKE, Phase 1, Main Mode, Digital Signatures, Simplified

(1) T—R:
(2) R—1:
3) T—R:
(4) R—1:
(5) T—R:
(6) R—1:

SKEYID = h({Ny,Ngr},

SKEYIDy

SKEYID,

HASH;

HASHR h(SKEYTD,,
SIGq —  {HASH};
SIGR — {HASHR}KRl

(
— h(SKEYID, {g*, Cy, Cg, 0})
SKEYID, = h(SKEYID,{SKEYIDq,g*,Cy,Cg,1})
= h(SKEYID, {SKEYID,, g, C
h(SKEYID,, {g ¥, Cp, CxTSA,, 1D })

Cr, ISA; —
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Cr, Cr, {ID1, SIG1}skEYID.
Cr, Cr, {IDR, SIGR }skevID,

Does argument
order matter?

7 g ’ CR7 CI: ISAR7 IDR})

Why all the nested
keyed hashes?




Protocol Design as an Art

Best practices, design by committee, reuse of previous protocols, ...

Whenever | made a roast, | always started off by cutting off the ends, just like my
grandmother did. Someone once asked me why | did it, and | realized | had no idea.
It had never occurred to me to wonder. It was just the way it was done. Eventually |
asked my grandmother. “Why do you always cut off the ends of a roast?” She
answered “Because my pan is small and otherwise the roasts would not fit.”

— Anonymous



Protocol Design as a Science R
Science in the root sense b
The discovery and knowledge of something that can be ;._ At
demonstrated and verified within a community : e
TRt ol

Formal methods as a way to better protocols
* Precise specification of system, environment, properties
- Tool support to debug, verify, and explore alternatives

Progress is being made applying tools to protocols that matter
 ISO/IEC 9798, 5G, TLS 1.3, ...
- Companies are (slowly) becoming tool users



Where is the Difficulty?

——
satisfies

A

Does the system meet
its requirements

What shall
be achieved?

How does the
system operate?

And in what
environment?

- Design documents are - Undecidability - Properties implicit
incomplete and imprecise | Even restricted or imprecise.

- Unclear adversary model cases intractable E.g. "authenticate



Weapon of Choice

Theorem
Prover

Constraint
solver

Tamarin prover



Tamarin Prover

Property P

System S

A

Tamarin prover

constraint
from (not P)

"~

constraints
from S

Y

Dedicated
constraint
solver

Provide hints for
the prover
(e.g. invariants)

v

ot wara] .
— —

Solution exists:
ATTACK

No solution
exists: PROOF

L=

Run out of
time or
memory

Interactive mode
Inspect partial proof




Specifying Protocols with Multiset Rewrite Rules

LHS --[ actions ]-> RHS

[ In( K ),

State( ThreadID, “stepl’ ) ] PIEmISEs (LHS)J

--[ Accepted( ThreadID, K) ]-> actions

~

conclusions (RHS)

J

[ Out( “ack™ ),
State( ThreadID, "step2’, K ) ]

Gives rise to a transition system with a trace semantics

{In(key), Accepted(tid3,key) {Out( ack’),
State(tid3, step1’), > State(tid3, step2’,key), >
.. o}




Specifying Protocols

C.1 retry

C_send
C_2.NoAuth C.3.NST q

oWl

C "_Auth

C_recv

Example: client state machine
Rules correspond to edges
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Specifying Adversary Capabilities

Example of “Session Reveal”

[ State( ThreadID, .. , Key ) ]

--[ SessionKeyReveal( ThreadID, Key ) ]->

[ Out( Key ) ]

Similar to oracles in computational model
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Specifying Properties

Guarded fragment of first order logic with timepoints

lemma my_ secret _key:
“Forall tid key #i.

Accepted( tid, key )@i => ( not Ex #j. K(key)@j ) ”

Interpreted over traces

{In(key), Accepted(tid3,key) {Out(ack’),

State(tid3, step1’), > State(tid3, step2’,key),
o} e}
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Does Protocol Satisfy Property?
Or can the adversary attack it?




Intemational
Crganization for
Standardization

Example #1: ISO/IEC Standard 9798

Standard for Entity Authentication Mechanisms

18 base protocols

- Symmetric-key encryption, digital signatures,
cryptographic check function |

 Unilateral or mutual authentication

- Additional protocols with Trusted Third Party

Many variants from optional fields |

D.B., Cremers, Meier, Provably Repairing the -
ISO/IEC 9798 Standard for Entity Authentication, |
Journal of Computer Security, 2013. '



The ISO/IEC 9798 Standard

History Vs 22y | Infemational
- Active development and updates since 1991 @ mz;nm

- Basis for ISO 11770 (Key Exchange) and NIST FIPS 196

- Mandated by other standards
* e.g9. European Banking Commission's smart card standards

Intended properties

- Entity authentication?

- Encrypted/signed payloads?

- Standard makes limited statements:
“resistance to reflection attacks”
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ISO 9798-2-5

Trusted Third Party

- TVP: Time Valued Parameter
Time stamp, counter, or nonce

- TN: Time stamp or counter
- |: Agent identifier

- Optional Text fields

P A B
’ TVPa, g, Text,
Tokenpa — Texts, Legend
{ TVPa, kab, Ig, Texts |,
\ TNp, kab, I, Texts |} Ko
TOkCl)pA
-1
Tokenag — Texts,
| TNp, kab, I4, Texts |} Ko
I TNa, Ig, Texts |}3.,
Tokenag N
Tokenga = Texts,
| TNg, la, Textr 5,
Tokenga
|~
I I

N 16



Analysis

Request by CryptRec to evaluate standard

C-CRYPTREC

Cryptography Research and Evaluation Commitiees

« Cryptography Research and Evaluation Committees
* Funded by the Japanese's government
 Long-running program to evaluate cryptographic mechanisms

Confirmation expected
- Standard under improvement since 1994
- Substantial previous analysis
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Tools used (Tamarin Precursors)

Scyther Scyther-proof

Symbolic analysis of security protocols - Embedding of protocol semantics and
- Falsification (attack finding) protocol-independent invariants in the
- Unbounded verification ISABELLE/HOL theorem prover

« Algorithm similar to Scyther that
outputs proof script for Isabelle/HOL

Protocol description  Settings

45 symmetricrole protocol DHNIST(LR . ® I d d .t 'f' b- I -t
& Run #1 ndependent verifiability
47 role | Bob in role |

4 Protocol DH-NIST

49 const x: Nonce; (claim)

50 var beta: Ticket,

1 & | -> Bob

52 send_1{.R, gl -> Al

53 recv 2RI, betal R Alice

A Const x21

SS claim() SKR, KDF g2{beta, .2 2( 1{skRY, skilh).F

% ) Var beta -> gl(Ticketintruder3)

3 Initiato”

o8 ok R

59 {

&0 const yv: Nonce;

(3 wvar alpka Ticket: :

62 . /— R
63 recv 10R, alpha); send_1 to Alice Initial intruder knowledge

64 send 21, giy)): gl(x#1) The intruder generates: Ticketintruder3
65 ~ — S22 AR
[ claim(RSKR, KDF(g2(alpha y).g2ie Liskiln, sk,

67 } - r

o) sk Alice) | 01 |

recv_2 from Alice 1 _ \ .\
— l gl(Ticketl ntrudor:‘ ‘ [ skiBob) ] g2

gluskiAIKejop ‘,' "\KO

:‘ . - claim_I1 -
a2(al(x#1).Ticketintruder3) SKR . KDF(g2(cl(Ticketintruder3) x#1),g2(gl{sc(Alice)), sk Bob)), Bob Alice) 18




Results

No strong authentication properties

Aliveness < Agreement < Synchronisation

Under some conditions, no authentication

Protocol

Violated property Assumptions

9798-2-3
9798-2-3
9798-2-3-udkey
9798-2-3-udkey
9798-2-5
9798-2-5
9798-2-6
9798-2-6

9798-3-3
9798-3-3
9798-3-7-1

9798-4-3
9798-4-3
9798-4-3-udkey
0798-4-3-udkey

A Agreement(B, TNB, Text3)

B Agreement(A, TNA, Textl)

A Agreement(B, TNB, Text3)

B Agreement(A, TNA, Textl)

A Alive Alice-talks-to-Alice
B Alive

A Alive

B Alive

A Agreement(B, TNB, Text3)
B Agreement(A TNA Textl)
A Agreement(B,Ra,Rb, Text8) Type-flaw

(
(
(
A Agreement(B, TNb, Text3)
B Agreement(A, TNa, Text])
A Agreement(B, TNb, Text3)
B Agreement(A, TNa, Textl)
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thread 1 thread 2 thread 3

C_orrect role P role A role B Ctrrect
view of B executed by Pete executed by Pete executed by Bob view of P
assumes Alice in role A| lassumes Alice in role P) | assumes Alice in role A

assumes Bob in role B | | assumes Bob\'\n\role B | | assumes Pete in role P

TVP4, Isop, Text; Mirrored assumptiops
< on A and P agents

Tokenps = Texta,
{ TVPa, k, Igob. TeXt3€ > Kap = Kpa so mismatdh not detected

J Thp. k Iext;_l}_,( Thread 2 doesn’t decrypt this and

hence doesn’t detect that it is not lpete

TokenpA

Tokenag = Textg,
{ TNp, k. Iaj;

, K, IAlic Textg[}
TNA./Bob.@

X‘”

nothing on A/P
ass

MesIage contains

mptions

> Tokenga

Alice Lives!)




Repairing ISO/IEC 9798

There were numerous design problems!
» Design followed various best-practice principles

- Example: |dentity of one agent always included to
break symmetry of shared keys

- Great, but doesn’t work with three parties

We proposed fixes and machine-checked correctness proofs
* Fixes do not require additional cryptography

Scyther-proof generates proof scripts for Isabelle-HOL
- Allows independent verification of results (no need to trust our tool)

21



Effort

Modeling effort
* ca. 2 weeks
« Abstraction level of standard close to formal models

Generating proof scripts using Scyther-proof
« 20 seconds

Checking correctness of scripts in Isabelle/HOL
» 3 hours (correctness for all protocols used in parallel)

Experience similar with other standards of comparable complexity
» and also with proprietary designs

22



Infemcitionda

/RETRN
ISO/IEC Conclusions Onganiecon fx

Improving the ISO/IEC 9798 standard
 Old version: only weak authentication, sometimes none

- Successful interaction between researchers and standardization committee
* New version of the standard released guaranteeing strong authentication
- Machine-checked symbolic proofs of standard

More generally
- Automated formal analysis is feasible and useful
- However, tools used were limited

- No support for Diffie-Hellman & intricate security properties
- No rekeying, databases, complex control flow

What about protocols orders of magnitude more complex?
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Example #2: 5G

New standard for mobile communication, standardized by 3GPP
- Release 15 (5G Phase 1) adopted June 14, 2018

Worldwide commercial service in 2020
* 5 billion mobile subscribers in 2016
« 60% of world population has 4G access

Numerous protocols including Authentication and Key Agreement (AKA)

D.B., Dreier, Hirschi, Radomirovic, Sasse, Stettler,
A Formal Analysis of 5G Authentication, CCS 2018.
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Authentication and Key Agreement

Protocol to authenticate a user’s equipment and a serving network and
establish shared session keys between them.

Subscriber Serving Network Home Network

Phone (UE), USIM  Base station (antenna)  Subscriber’s carrier

USIM and Home Network share:

« Symmetric key K
- Permanent identifier SUPI
used later to derive a SUCI/
- Sequence number SQN
- Home Network’s public key pkHn

25



5G Initialization

Subscriber sends his permanent identifier SUPI encrypted with
Home Network’s public key:

SUCI = (aenc((SUPI, Rs), pkun ), idHN)

Subscriber Serving Network Home Network
K, SUPI, S K, SUPI,
SQNUE, SNname SQNHN
| |
Serving Network has initiated
an authentication with the UE
Sucl SUCI, SNname
> >

Get SUPI from SUCI
Choose authentication

method




AKA Protocol (Successful Authentication Case)

Subscriber Serving Network Home Network
K, SUPI, SNname, SUCI K, SUPI,
SQNyg, SNname SQNyn, SNname

Cha"enge new random R
MAC + f1(K, (SQNgn, R))

AK « f5(K, R), CONC + SQNun & AK _
AUTN «+ (CONC, MAC) Fresh &authentic

Expected response for SN xRES* < Challenge(K, R, SNname)
HXRES* « SHA256((R, xRES*))

Seed for key to be established ?csﬁv” — Kseéfveed(K,lR, SQNg, SNname)
. +
between Subscriber and SN PN RN

R, AUTN R, AUTN, HXRES*, Ksgar
(xCONC, xMAC) +— AUTN Store key seed and response
Mo R o conc Forwards challenge and authentication information

MAC + f1(K, (SQNyn, R)) .
CHECK (i) xMAC = MACand | Checks authenticity

i) SQN SN
(i) SQNyp < x5QNuy | 20 d freshness

|

If (i) and (if) (Expeclted Response)J
|
|

SNy +— xSQNyN + 1 .
RES* ¢ Challenge(K. R, SNiname) Computes authenticated response
Ksear < KeySeed(K, R, SQNux, SNname)| and key seed

RES*

A
7

if SHA256((R, RES")) # HXRES"then abort | Confirm sucgcessful authentication
RES*, SUCI

A
7z

SUPJ if RES* # XRES™* then abort
Send SubcripersSuPt 000> o7




AKA Protocol (Failure Cases)

Subscriber
K, SUPI,

SQNUE, SNname

Serving Network

SNname, SUCI

Home Network

K,SUPI,
SQNHN, SNname

If (/) and —(ii) (Sync

hronization Failu re)J

AK* «— f5*(K, R)
AUTS «+ (CONC*,

® AK* private value
MAC*)

’Sync_Failure’, AUTS

MACS + f1*(K, (SQNyg, R '
« f17(K, (SQNug, R)) Send SQN concealed with

>Sync_Failure’, AUTS, R, SUCI

>

Resynchronize SQN

if CHECK(i) holds for MACS
in AUTS
then SQNgN <+ SQNyg +1

28
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So is Protocol Secure?

Is home network talking to subscriber or an imposter?
Privacy? Is subscriber traceable and by whom?

Verification extremely challenging

- Stateful protocol: sequence numbers and 14 possible protocol states
- Use of XOR (a non-convergent theory)

* Privacy requirements are equivalence properties

« Unbounded number of sessions

= Uses recent Tamarin extensions

- Support for observational equivalence (for privacy) and XOR

29



Formal Analysis of AKA in Tamarin

Formalized draft v1.0.0 of Release 15 from March 2018
- Followed standardization for ca. 1 year (part time)

Extracted the protocol specification and security goals
from 3GPP Technical Specification
« 722 pages over 4 documents

Tamarin model: ~500 lines
Specification of desired goals + lemmas for termination: ~1000 lines, 124 lemmas

Identified minimal set of trust assumptions for each property
- |.e., strongest possible adversary model

Computation time: 5+ hours (also using “oracle” support)

30



Results: Authentication

Standard specifies surprisingly few and weak authentication goals

Agreement of Subscribers/SNs on session key Ksear is not required and fails

RES*, SUCI

- Last message of Home Network to Serving Network

if RES* # XRES* then abort

not bound to specific session e EEEEEEE

« Can result in session keys being associated to wrong SUPI
Concrete attack: use to bill wrong subscriber for services!

- Earlier draft of standard (0.7.1) did not have this flaw

Standard only aims at implicit authentication, whereas many security goals

require key confirmation
 Potential for errors in subsequent protocols
- Complicates security analysis

- We proposed and verified two improvements
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Results: Security and Privacy

W~

Session key Ksear remains secret assuming no corrupted long-term keys and

secure channel between SN and HN
No perfect forward secrecy for session key Ksear

Long-term key K remains secret

Subscriber identity SUPI remains secret, assuming no corrupted SN or HN

« Defeats IMSI-catchers

- But insufficient to ensure untraceability!
By replaying old messages, an active attacker
can use error messages to trace subscribers

* Fixing this requires major redesign

Ongoing discussion with 3GPP on possible fixes

MACS «+ f1*(K, (SQNyg, R))

AK* « f5*(K, R)
AUTS <+ (CONC*, MAC*)

’Sync_Failure’, AUTS

Y
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Results: media

. tion standard

o ~—

8
>

A 10.10.2018 | News

“ By: Markus Gross

-~ Researchers in the Information Security Group sub
| | coming 5G mobile communication standard 10 a ¢
security analysis, Their conclusion: data protection

curity gaps are still present.

SSS

'

e * ETH-Forscher hacken 5G-Handynetz

Gespriache abhoren, E-Mails abfangen: Das neue Netz weist Spionagelucken auf,
Schweizer Anbieter wollen es 2019 dennoch einfihren.,

{ S
:=Loria

THE COURIER couwx
NEWS SPORT BUSINESS OPINION LIFESTYLE sunscrice T

Dundee Angus&TheMeams Perth&Kinross Fife Scotland Politics

Eo IC - : me
NEWS LOCAL DUNDEE mobile 5G

tob 018
Warnings sounded over future o ..

Lorrane [Tekcom Nancy | en collaboration avec des

cherchewrs de I'ETH de Zurich [Suisse) ec de MUniversité a
n de Dundee (Ecosse) one soumis ka future norme de

0 ¢/ Paul Malik (D Octaber 15 2018, 12.48pm

communicaion mobie 50 4 une analyie de sdourté

prease
Lewr conciusion : une protection de donndes améionde
PAr rAPPOFT aux Normes précédentes 3G et 4G maiks des fallles persstent

" ETH researchers uncover security
\Qews gaps in the 5G mobile communica-

MailOnline

Home | Nows | US| Sport | TVAShowtsz | Asstrabe | Femail | Hoath EESEUERE Mosey | Y

compariaon with the previcus standards 3G and 4C Aktuell Latmnt Moachnen | Schence | Prcrases | Gecounts

Next generation 5G mobile data
networks are at a greater risk of attack
from HACKERS, cyber security experts
warn

» 3G s the seccessor to 4G and will become the most wsed network In the future
« Itoffers rapkd downfoad speeds and Is currently being srialied and rolled ost

» Expeorts claim the system could be more st risk of secwr ity breaches than 4G

« Academios e working alongside 5G developers 10 fix any loopholes and issues

SHHEREIT IMMOBILF UNK
By 20E INCETONE FOR NULCKLINE Y

ETH-Forscher entdecken MRS SRS NS 8 oo 2558 | PR 8

Sicherheitsliicken im 5G-Standard

Der neue Moblifunkstandard Ist sicherer als selne Vorganger.

Dach er hat i .
THINAT®ONALI Subscr
T R R T Ry from j

PPt Ne

sOns

This is why there are concerns 5G won't offer a secure
service

° By Ratordl Miwsded
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Conclusions

Art versus Science

: .'.'.‘;;.f i ,b . Ao O

Tools sufficiently advanced that standardization efforts should now be
accompanied by formal models and analysis

- Good hygiene: be explicit about protocol, adversary, and properties
 Find errors or produce proofs
* Follow standardization efforts: check modifications for upcoming releases

Research challenges
- COMPLEXITY, Complexity, complexity

* Improving scope and accuracy
- Education: getting the message out and training engineers
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